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‘AMgB? (Amour?) : vas 2HA---2--et (Jeannette?) before October 1964; 
occurs ance 14 December 19bls vith DZBOH. 


vera (Like many other equivalences in the code took, thie might beve en 
‘alternative reading,perhaps MEISO; as METR tt 


mH 0): covername of Vitaliy Semionovich Maniniga in message 
of 23 August 1944. Ho vas e meuber of the Soviet 
Purchesing Comission, having entered the U.S. 13, 
Decenber 19k3. He vas still here in Septenber 1946- 
‘hia nama may be EMA, apd my be the som EWA listed 
28 Hovenber 19% (see below). 


Occurs 4 times in 2 messages, 2 July end 
1 Angust 1944. le B 


cocura 23 october éiif"@ Deceaber 19h. 


wn 


Be 


Krug); KIN--1--(vas R-=?--OLOV until October 1944), EWA, 
(this word may not be a name) --MALIAR (Painter), YAN (Jan), EAK......+ 


* Covernames apparently for places and institutions: 
Ancient places (also rivers, etc.)- 


‘TR (tyre): covername for Nev York. 
STDON (Sidon): covernane for London. 
KARFAGEH (Carthage): covernane for Washington. 


‘NIL (Hi262): waa comsthing beginning vith 1 (TUMAN, Mist) 
until September 194i; linked with MBIR, which see. 


Geographical features. 


STRANA (Land, Country): ccvernene for the United States. 


ostnoy (Islend): covernane for Great Britain; changed October 194. 
to sonething beginning vith EK (or EX). 


OSTROVITIAWIN (Islander): Briton. 

DEREVNTA (the Country /1.0., rurel aiatricts/): covername for Mexico. 

DEREVENSKOY (Country, Rural): Mexican. = 

ZEMLIOX (Fellow Countwyman): Covervord for same nationality, possibly U.S. 

Miscellaneous. 

BANK (the Bank): probably covername for the U.S. State Depertpent; 
occurs 24 times, (cnce in the plural from Canberra, 
probably in the literal sense}. 


DOM STARUET (the O14 Voman‘s House): in 2 messages, 26.¥ay and If Aug. 194. 


In ite preseat state the @UMEMBtrarric tents to arouse curiosity 
more tian it does to satisfy it. thie unestisfactory state of affair 
mateo {t inperative that this report be supplemented at intervals. Tt 
te proposed that euch supplements not be complete revisions of this report, 
‘put rather be of gush a nature thet they vould be filed vith tt and ueed n 
conjunction with it. When enough material has been acoumlated, a nev 
report vill be mde. 


‘hig report incorporstes the previous briof tentative’ report of 
29 June 1947. 


‘A final reminder of the extrensly provisional nature of all assumptions 
made in thie report is desizeble. Future supplemante vill not fail to 
: gpectfy those that bave become untensble. 


1, Limitations of the report. . 


‘Any report made et this time on the contents of traffic encrypted by the 
aye ist necessarily be fragmentary ani subject to correction 
in ments the iecsegee that are in any degree readable, there are large 
gaps in solation of the cipher key (additive), ant in the code book only about 
15 per cent of the equivalences are ‘dentified, some only tentatively. Both 
these diftctencies are constantly being ensliorated, with the result that 
such reports cs this vill de outdated very rapidly mtil « mich higher degree of 
recovery Ins Seen rasched. 


2. Collateral informetion. 


the colisierel information given about the covernames is both scanty and 
tentative, for reeaons implied in peregraph 1. the most reliable data related 
to the nates ace the date end place of origin of the messeges containing than. 
Since most cf the readable traffic originated in New York, it will be necosssry 
to indicate tts origin only in the case of Veshington, Canberra, and Stockhola 
messages. All the mesaeges used are directed to Moscow. 


3+ Use of covernanes. 


Tt te know from the Report of the Royal Comission /in Cepada/ appointed 
wnder Order 12 Council P. C. kl of February 5, 19h6 (report dated June 27, 
19h6) that egancies of the Union of Soviet Socialist Republics engaged in 
conspiretorial activities ere accustoned, for reasons of security, to refer 
to persons that are furthering these activities by covernsmes, and in particu- 
Jar that this te done in encrypted noseages sent between diplomatic installations 
and Moscow. 


4. Covereses ‘Gy 


the traffic encrypted by the syaten (JMMMEMoontaise many covemanes, 
vntch ere definitely proved to be aush by tv0 circunstances, (1) thet many of 
them aro co designated in nesesgea (given as a supplement hereto) that describe 
themselves ss dealing vith changes in covernames (KLICEKI) and (2) that many 
of them are contained in the forme: "A (henceforth 3)", in vbich A is 

> evidently the real name of the old covername and B the (nev) covername. 


‘io classic example for the “henceforth” forma 1s in a message of 
23 August 1944, New York-Noscov, internal address SEAION. there occurs the 
 expreseicn “MWAUIGA Vitaliy Sentonovich (henceforth "EM")." the next sentence 
‘starte with "EX's". ov, Vitaliy Semicnovich Mamluiga (usual transliteration: 
Yitalid Semenovich ‘vamlyza) is the name of = person kom to have been vith 
tile Soviet Purchasing Comtesion. After giving his nane in full, the originstor 
of the mescego geve hime covernane and imediately proceeded to use it. (EM 
io not known outside this message, the rest of which is not yet readable; but 
e section 15.) Ia this case, vhere perhaps the need for security waa not 
greet, the covornams seane to be the mene of the initial letter of MMLUIGA--H. 
‘his ciroustance xust zct, hovever, lead us to employ the term "covernane” 
for initiels used for the sake of brevity, the expansion of which is elvays 
evident froa other passages in the message concerned. (Covernanes thenselves 
can be ao abbreviated.) 


5. Religbility of “reedtngs”. 


In the folcwing it must be borne in mind that some of the covernenes are 
exproased by single code croups not yet found in other conterts and others 
contain groups not yet found in other contexts. When any form hes been assumed 
Tor the equivalent of auch a group, 1t te heré generally folloved by a question 
mark. The forms sesuned are based (1) on calculations made posible by the fact 
that 1g & cne-part code and that complete one-part coles of the same 

fare available (this process of comparison and calculation has yielded 
many values thet vere later verified) and (2) on the analogy of verified cover- 
names. As uenticned delov, the covernenes fall in part into “familie 


6. Famtlies of covernancs 


‘It has become evident that many of the covernanes can be put into cate~ 
gorice on the basie of some similarity betwecn them. Tn the Report of the 
‘Royal Commiesion ve find the elliterating family BACK, BACON, BADEAU, DAGIET 
(all members cf the Group "Research"; cf. p. 729). We find = Promotheus thet 
seems to belong to a “aythology" family, examples of vhich in @MMMMMPireffic - 
are Jupiter and Ceres. in Rov York meesege 758 appended below, ve find Erie 
tmedtately folloved by Euron (1a fact, Erie gave the clue for the identi- 
fication of Huron). there is a family of ancient Phoenician cities: Carthage, 
Tire, and Sidon. : 


‘the arvengenent of the material from this point vill be based on auch 
categories. First, covernames apparently for persons vill be listed: Addresses, 
signatures, epecifically Russian Christian nanes, Christian nenes not specif! 
cally Russian, relationships and conditions of age, station and calling, 
mythological names, names of enimals, names of plants, end miscellsnecus. 
‘Then covernanes apparently for places and institutions vill be listed: Ancient 


Places, geographical festures, aod miscollansous. Tanss occuring only in 
The special covermne escages aro sountines not ated except in the tort of 
Gf. those neseagse thencelves (o0e supplenent). 


7. Addresses. 


‘Tho adivesees and signatures geen to be covernenes. the constant adire 
of Cenberva and Stocidoim meseages eni the address of by far the greater part 
of the Nev York nossages 1s expreseed by @ group falling in the book just before 
‘the group for VEL and five places after the group for VIZ,a (visa). 
probabilizics favor the velue VIATOR(es an adiress, it 19 to be read in the 
antive cese: VIRIORU, to Victor). the only other occurrence of the group is 
in the spoiling Y-EIURII (in khich, unfortunetely, IT can be secured only by 
asoming « cne-disit gerble) in the expresoton Ef Victoria end Fev South Vales.” 


Jew York messages shov at least three other addresses: 8 OMELU (to the 
Eighth Division of Depertuent) and SEXZORU (to Simecn or Simon), both confirmed 
from other uree, end a group falling two places efter PETER, hence perhaps 
PIOTR (Peter) or PETROY or the like. 


he frequency of TIXTORU in the latest todex is 2h for Cenberra, 4 for 
Stockholm, end for New York 246. New York four times follows this by & 
OTDELY (with a separating desh or period), Canberra 5 times with a period 
Detwoen and cnce vithout--once Canberra has sinply VIMIORU 8. Rev York also 
has VIXIORU, SEMIONU twice, YIETOR, BORIS(?)OVU once, and once VIKIORU OT 
KOMISSARI(1)AT(A?) (to Victor from the Commissari(t)at(t?). Canberra 
‘hag one VIETORU SENMIOBU. - 


SEMIONU occurs 22 times as en address from New York (tvice after VIETORU), 
once from Canberra (after VIRIORU). All occurrences are after 19 July 19h. 


8 omDELY ocenre 22 tinse, 11 of these efter YIKIORD (vith or vithout 
separating reriod or dash), One Canberra message beging “Io Victor. In reply 
to your telegram Ho. 2363. 8 OTUEL(U).” 


"PEIROWU or vhatever it is, 1s sn adress at least 7 times, ell from 
New York, from May to August 194%. (The group occura in 4 other pacsages, 
twice preceded by TOVARISECH, "Comrade"; once ina Canberra message. Note 
that in ali indications of frequency, unless othervise stated, anti-garble 
epetitions have been eliminated.) 


20RTS(1)0¥ occurs, sace tn the phrase YIKTORU, BORIS(2)0VU" from 
Yew York, 17 Angust 194. 


8. Signatures. 


the constent Canberra signature is 8 group thet bes bean 
tentatively tegged YEFTM (Joechim). Only one case of @ Washington 
signstare (1) 18 known, e group preswmbly in the range of VAY to 
JAE. ‘Tt could be something like VAVILOV or even VAKE (Bacchus). 
No Stockhola stgnstures are known. 


qhe most frequent Hey Tork signature is MAY, vith en overall 
frequency of 16, only a hendful of vbich occurrences are not 
signatures. Occasionally, to distingsish hia om remarks from a 
document ho ie transmitting, MiY vill use the expression "FRIMECEANITE 
MAMA" (May'a note), thus confirming that MAY 1 a signature and thet the 
Nalne of the signasire group te MAY (for MAYA is a different group end 
certainly means "of Mey" in dates). 


Another siereture, in about the range for ANTON (Anthony), occurs 
Af times (Kev Tork). Once (12.Decenber 196k) the form i "ARTOB (7) 
end MAK" (WAX 1s posctbly a gerble for MAY). All occurrences are 
froa October 1944 to Jamary 1945. The name also occura in the tert, 
8 tines (aew York, Mey-Decenber 19th). In a mesange of 23 August 1944, 
‘Apron (2) fa associates vith SERGEY (1) end AKIM, epparently in conection 
‘with southwestern factories éni plants. 


‘A signature in the right range for BORIS occurs at least twice 
ao a Fev Yorr siguature, on 23 October end 31 December 1944. 


SERGEY (1) (Cergiue): There are 2 candidates for this value- 
ono cecurs 2 Septerber 194 and 11 January 1945; the other occurs 
17 times, 16 say '= 15 Jamery 1985. the second one te eascciated 
with amon (1) end AKIN (zee section 6). 


auzxscr (Alesis): cocure 5 times, 9 ay - 1 Decenber 1944. 


Soke covernanes that ere Ruseien Christian names have already been 
mentioned tn sections 7 end 8. Others are es follows: 


ARSENTY (Arsenius): in 5 Nev York messages, 16 June-22 Decenber 194k. 


VITALIY (Vitalis): occurs in 3 messages, 9 August, 23 Aumust 
31 Decenber 1944. Also occurs in reel name 


(see MAMLUIGA in section 4.) 
‘aKov? (Sacob) + wae QHOM before Septenber 19th. 
ARTH (goachin}: occurs 8 times !n 8 messages (all vith a SEMION 


address), 26 June-26 Dec. 198k. See section 8. 


If. Chriszion canes not erecifieully Bussten. 


Scriet citizens heve Christian nanes virtually identical with 


Although macy 
Iangusges than Ruasien, it sees safe to set cp a category 


nene forne ta of 


thet wie vaguely ‘nternational forme together with definitely non- 
Rusgien f Te conection with eome of these names, the folloving quotation 


from this 13 Hy Story by louis Trancis Budenc, former aenaging editor of the 
tly Worker, (seGrax-Zill Book Company, Inc., Bow Yort and London: 1947) 
pp- 138-035, te stven fcr whatever reference velue tt my have. 


tie sovcelied "Dutch" or Germen, conzede--though bia accent vas 
indeveratnate to xy unereined oer--vee the firet of a long line of 
pereciages vith foreigs sccente and fcroig: origins vho paraded 
Grouch the governing epperetus of the Coumnist perty of tbe USA. 
Jo one, and lecat of sli any vell-educeted Azerican, hea any complaint 
abort full participation of ts foreign born 1a Auericen Life; our ova 
ancestors cane fru acer to rake up thie lend of the free. Sct the right 
Sf these vio exe agents of @ foreten pover to cross our borders under 
aliases end order American citizens sbout, 19 another miter. . Tet to ny 
aurprics, tht 2 viet I found im the building et Thirty-five Eest Ivelfth 
Sercot shen I entered it and began to vork there. 

hese men of many nanes end no noes bore eliesea 1tky Eivardst- 
careteasly chosex plurals of “Christian names” such as Roberts, Richards, 
Stevere, Hicheels, Jona end, opcasi=nelly, something nore distinctive 
taken from Pugland or the Middle West. tho eeand one of these gextlenon 
te tigress Himself upon ao vas. “Reber's;" then acting tn a vital secreteriel 
city in the Party. That ie, ho var one of the chief factors in tbe 
tional setap. Still in the stage of plesseatries upon such matters, T 
Eni getly referred to him aa “fhe Cheshire Cet Comiuaer” decanse of bis 
perpettal mechanical emile. It vas not unpleasant Dut unreal. Like the 


‘* Budenz had met Cortard Eisler under the neue of Edverds see pp 135 and 
137 and bie testinony in Dlatrict Court, Washington, on 2b duly 1547. 


Aas 


editorship began, he suddenly converted himself into "Comrade Peters” 
‘nd then into “Conrede Steve" and then, efter a long tine, back to 
"Comrade Roberta’. It kept one buy trying to keep up vith these trans- 
formations. 


‘Before the publication of Budent's bock, certain groups hed tentetively 
Deon identified as equivalent to EICHARD, ROBERT, and the like. That such 
names occur in the code book has been emply verified, o.g- by 

2 Decenber 15th, Lieting nucleer physiciate ani mathemeticians. To serve as 
surnanes in detiy colloguy, eome of these names vould have to take on an S. 


stand for ROBERT (it follovs next after RO) 


‘The group that seems to 
‘RICHARD (2 places beyond RIT) occure 6 tines 


ccours 35 tines. ihe aroup 7 
(plas once in RICHARD? PALME). Eoth are restricted to Bev Tork nesenges. 
RICHARD is the new covername given in September 1944 to scmecne vhose 

previous (covert) neme etems to bare begun vith 10 (seo message 7(f appended 


elev). A ROBERT occure from 7 Jene 19% on through 17 Jamery 1945. 
of course not necesserily one single individual throughout. 


Tt im significent thet ROBERT ves eluays "trensmitting” written matter 
to the originator(s) of the messages: the formla “Robert has transmitted” 
occurs five times in the index. 


Another individuel of perttewlar interest 1s one whose nam vould seem 
to begin vith HE (or, by the more usual transliteration, HEE). ‘this may be 
HENRI (Henry), though there is elmost certainly another ani more usual 
spelling of "genry” in the book, GEIRT OR GENRIE. HENRI? figures in 
arrangements for a rendervous in front of a Mexico City movie bouse (N.Y. 
ecsage of 14 dune 194); in other messages also he ta located in DEREVEIA 
(the Country, covernans for MEZICO). in a message of if August 19s there 
goons to be talk of calling him beck to TIR (Tyre, covernane for Hev York). 
He occurs 21 times, from 26 May-16 Angust 1988. The other group, GENRI, 
cccura in message 798 (belov) and perhsps in e message of 1 June 1944 
involving the escuring of e IEREVEREIDY (wexican) vias. 


Other such penes are: 


AL! or EL (Alt): ocours 1 October in phrase "Al' or EL‘" (both 
attempts to render English Alt) 

DIE (Die): ‘wad EEO (Echo) before October 194; occurs in five 
messages, 23 October -26 December 19h. 

DONAL"D (Donald): became PILOT? September 19h; this second name 
sppests fa section 1 below. 

DURTEAN (Duncaz): occurs in message of 26 May 19th. 

ARE (Cari): — vas SEAT before October 1904; occurs once 
26 Deceaher 1944. 


ss 
, LOP-SEEREPF CREAM 
oa : Lg u 


‘vas TAM defare October Ih. See the last 
peragrephi above. 


‘vas GUDZON before October 194k; occurs ome 1b 
December 19hh, with AMIR? 


‘vas CEDRNOY? (Black) before October 1964. 
yas something else until October 19hh. 
vas something else until October 19h. 


Canberra, twice 1 September 1945. Seems to have 
z fumiched information on the Australien Security 
Service. Same nane tvice from Hew York, 26 July 
end 16 Anguat 19%h.¢ 


top (claude): Canberra, April-October 1945. KLOD 1s Canberra's 
reguler purveyor of information; he occurs 13 times, 
8 times in the Zormla "'KLOD' bas ccmmmicated”. 

NIK (Btckt): 22 July 19bh; message contains nanos DuPont, Fort, 
Mellon, Weir, Pew. 


(CHARL'Z ERURO (Charles Bruno): in W.¥. message 14 June 19bh, this 1s the 
nae KERRI? ta to give as @ pessvord at the 


; rendezvous.) 

DORA: 1m tvo messages, 23 October 19h4 and b Jamary, 
19k5. 

HORA (Cora): 26 December 19h. a 

OIA: 2 Washington female agent; name changed to some- 
‘thing else in October 19h4. Occurs in 2 messages, 


3 May end 19 August lbh, both dealing with IDNAR 
(Saat ie, probably ERAVCEEND). Tt te planned to 
make these messages the subject of & separste report 
~ Tn the former OTA 1s described as seeking more 
detatled information on the KDMAR affair. Tn the 
latter ohe has something to do with the supposition 
‘ost (does not think thet?) IOMAR is staying at 
299 West 97th Street. 


RITA: mentioned 14 August lbh in the phrase "the first 
two parts (of?) the business of RIT”. (she 
‘massage also mentions KOMAR, iacue of IA YOZ/Mexico 
’ City Commniet organ/ for 7 June, HEMRI?). 


21. Relationships and Conditions of Age, Station and calling. 


OTCHIM (Stepfather): in 3 meseages, 17 May - 27 December 194. 


SAT (Wntchnaker: Son- oF Daighter-in-law's Father): 23 Aug. end 6 Deo. 294. 
OTe 


_ FOP SECREFCRETH— 5 : 


HABOB (Bebob) : 


“npwan (Hetmen): 


PILOT? (Pilot): 


Mythological Hanes 
YOPTTER (Jupiter): 


SERES (Cores 


MOZA (tse): 


iO (Echo): 

GROM (Gnome) : 
Nemes cf animals. 
‘TMULEN' (seal) 
ORTOLT (Eagle): 
LON (Hem Gerrier): 


@us* (Goose): 


OMAR (Guat ete): 


occurs 4 times in 3 messages, 17 May, 7 June, 
6 october, 19h. 


‘wes DOAL'D before Septeaber 1944. 


‘decane ORIOL? (Eagle) in October 19%. 
tah messages, 4 Mey - 25 July 1944. 


4 guly 1944; coummicated conceming Secret Funds 
Divielon, Basraon Bigelov, aid of 92,086,609 
Portuguese eecudos, Rorthern. furopean division of 
Secret Intelligence Branch, ote- 


‘decexe DIK in Cetober 19h; occurs 1h times, 2 May- 
23 October, 19." 


decane YAKOV? in Septenber 1944. Occurs 3 times, 
18 May, 16 June, 25 July. 


Af Augast 19h, (@ XDAAR or Kravebento message) - 
ves YUPITER until Octoder 1ghh. Occurs 5. Dec. 19h. 
in 4 messages, 3 May- 17 August gh. 

changed to comsthing else October 19th. 


probably covernane for Viktor Alecseyevich 
Krevchenko. For a complete development of this 
idea, a separate report would be necessary. Occurs 
{n 8’ messages so far partly read, 6 detveen 3 and 
23 May, 19hb, 2 on 16 August, 19hb; HOMAR te the 
object of intense interest,. inclniing atteayts to 
Locate him (2f May: "is Living vith? KERERSEDY, 
‘in the state of Comectiout #t2."). : 


